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Basis of the report 
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INTERNATIONAL PRELIMINARY EXAMINATION REPORT 



International application No. 
PCT/IL99/00504 



L Basis of the report 



1. With regard to the ekments of the international application:* 
[ I the international application as originally filed 
the description: 



pages 
pages 
pages 



(See Attached) 



_ , as originally filed 
filed with the demand 



, filed with the letter of 



I x| tl^e claims: 

pages (See Attached) 

pages 

pages 

pages 



, as originally filed 

» as amended (together with any statement) under Article 19 
, filed with the demand 



filed with the letter of 



I x| the drawings: 

pages (See Attached) 

pages - - - - - 

pages ] 



, as originally filed 

filed with the demand 



I x| the sequence listing part of the description: 

pages (See Attached) 

pages 

pages 



filed with the letter of . 



_ , as originally filed 
filed with the demand 



filed with the letter of . 



2. With regard to the language, all the elements marked above were available or furnished to this Authority in the language in which 
the international application was filed, unless otherwise indicated under this item. 

TTiese elements were available or furnished to this Authority in the following language which is: 

I [ the language of a translation furnished for the purposes of international search (under Rule 23.i(b)). 
[ I the language of publication of the international application (under Rule 48.3(b)). 

[ [ the language of the translation furnished for the purposes of international preliminary examination (under Rules 55.2 and/ 
or 55.3). 

3. With regard to any nucleotide and/or amino acid sequence disclosed in the international application, the international 
preliminary examination was carried out on the basis of the sequence listing: 

□ contained in the international application in printed form. 

I I filed together with the international application in computer readable form. 
I I furnished subsequently to this Authority in written form. 
I" [ fumished-subsequently to this- Authority -in-computer_readable_fprm._ 

□ The 

□ The statement that the information recorded in computer readable fomi is identical to the writen sequence listing has 
been fiimished. 

^ I x| The amendments have resulted in the cancellation of: 

the description, pages NONE 

the claims, Nos. 



statement that the subsequently furnished written sequence listing does not go beyond the disclosure in the 
international application as filed has been furnished. 
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fx] the drawings, sheels/ftg NONE 



5. [ [ This report has been drawn as if (some oO the amendments had not been made, since they have been considered to go 

beyond the disclosure as filcd^ as indicated in the Supplemental Box (Rule 70.2(c)).** 
* Repiacemeru slieets vnhidt have been furnished to the receiving Office in response to an invitation under Article 14 are referred to 
in this report as "originally filed" and are not annexed to this report since they do not contain amendments (Rules 70.16 
and 70.17), 

**Any replacement sheet containing such amendments must be referred to under item 1 and annexed to this report. 
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INTERNATIONAL PRELIMINARY EXAMINATION REPORT 



International application No. 
PCT/1L99/00504 



V. Reasoned statement under Article 35(2) with regard to novelty, inventive step or industrial applicability-; 
citations and explanations supporting such statement 



1. statement 

Novelty (N) Claims L 12-15. 22 YES 

Claims NONE ^ NO 

Inventive Step (IS) Claims L 12-15. 22 YES 

Claims NONE NO 

Industrial Applicability (lA) Claims U 12-15. 22 YES 

Claims NONE NO 



2. citations and explanations (Rule 70.7) 

Claims 1; 12-15 and 22 meet the criteria set out in PCT Article 33(2H4), because the prior art docs not teach or fairly 
suggest a secure keyboard single integrated encoder device without removable media. 

Claims 2-11 and 16-21 have been deleted. 

NEW CITATIONS 

NONE 
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INTERNATIONAL PRELIMINARY EXAMINATION REPORT 


Intemational application No. 
PCT/IL99/00504 


Supplemental Box 

(To be used when the space in any of the preceding boxes is not sufficient) 


Continuation of: Boxes I - VIII 


Sheet 10 


I. BASIS OF REPORT: 




This report has been drawn on the basis of the description, 

page(s) 1-19, as originally filed. 

page(s) NONE, filed with the demand. 

and additional amendments: 

NONE 




This report has been drawn on the basis of the claims, 

page(s) NONE, as originally filed. 

page(s) NONb, as amended under Article ly. 

page(s) NONE, filed with the demand. 

and additional amendments: 

Claim PAGES 20-22. filed widi the letter of 01 December 2000 




This report has been drawn on the basis of the drawings. 

page(s) 1-8, as originally filed. 

page(s) NONE, filed with the demand. 

and additional amendments: 

NONE 





This report has been drawn on the basis of the sequence listing part of the description: 

page(s) NONE, as originally filed. 

pages(s) NONE, filed with the demand. 

and additional amendments: 

NONE 



Form PCT1PEA/409 (Sunplcmcnial Box) (July 1998)* 



^CT/IL9 9 / 0 0 5 0 4 



CLAIMS: . . . . 

1 A secure data entry peripheral device in a computer system, said device 

comprising: 

means for at least one of entry, collection and reading of data information; 
controller means for encoding said data information for presentation to the 

computer system, and 

means associated with said controller for processing said encoded data 
information by performing thereon at least one operation amongst operations including 
encryption, decryption, data manipulation and non-volatile storage, 

said processed encoded data information providing a secure transaction 
when transmitted within the computer system, and when decrypted and decoded for 
use at a remote location. 

2. The device of claim 1 configured as a secure mouse device. 

3 The device of claim 1 configured as a secure mouse device wherein said 

processing means comprises an electronic device capable of encrypting/decrypting and 
storing data. 

J) ' 4 The device of claim 1 configured as a secure mouse device, wherein said 

processing means comprises an electronic device capable of encrypting/decrypting and 
storing data received via asynchronous communication means. 
5 The device of claim I configured as a secure mouse device, wherein said 

processing means comprises an electronic device capable of encrypting/decrypting and 
storing data received via computer bus signals transferred through a mouse interface 
card. 

6. The device of clwm 1 configured as a secure mouse device having a 

mini-keypad for entry of data. 
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7. Deleted 

8. Deleted 

9. Deleted 

10. Deleted 

11. Deleted 

12. The device of claim 1 wherein said single integrated device includes an 
internal EEPROM memory as an integral part of said device, which stores secure 
information. 

13 The device of claim 1 wherein said single integrated device includes 

secure, protected encryption keys and data as an internal and integral non-removable 
element. 

14. The device of claim 1 wherein said single integrated device further 

comprises a secure command interpreter which operates to manipulate commands. 
15 The device of claim 1 wherein said single integrated device is capable 

of preventing unauthorized use of software programs. 

16. Deleted 

17. Deleted 

18. Deleted. 

19. Deleted 

20. Deleted 

21. Deleted 

22. A method of providing secure data entry in a computer system, said 
method comprising the steps of: 

performing at least one of entry, collection and reading of data 
information via a standard data entry device configured as a secure keyboard device; 
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AMENDED Sni.rr 




encoding said data information within said standard data entry device 
for presentation to the computer system, and 



information by performing thereon at least one operation amongst operations 
including encryption, decryption, data manipulation and non-volatile storage, 



when transmitted within the computer system, and when decrypted and decoded for 
use at a remote location. 



said processing step is performed by an electronic device capable of 
encrypting/decrypting and storing data entered via said keyboard, 

wherein said keyboard encoder and said electronic device comprise a single 
integrated device, and 

wherein said single integrated device does not use removable media such as a 
Smartcard, security token and the like, 

23. Deleted. 

24. Deleted. 



processing, within said standard data entry device, said encoded data 



said processed encoded data information providing a secure transaction 



wherein said encoding step is performed by a keyboard encoder and 
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International application No. 
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International filing date (day /month/year) 
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Priority Date (day /month /year) 
17 SEPTEMBER 1998 


Applicant 
REDLER, YESHAYAHU 



1 . The applicant is hereby notified that this International Preliminar>' Examining Authority transmits herewith the 
international preliminary examination report and its annexes, if any, established on the international application. 



2. A copy of the report and its annexes, if any, is being transmitted to the International Bureau for communication 
to all the elected Offices. 



3. Where required by any of the elected Offices, the International Bureau will prepare an English translation of 
the report (but not of any annexes) and will transmit such translation to those Offices. 



4. REMINDER 



The applicant must enter the national phase before each elected Office by performing certain acts (filing 
translations and paying national fees) within 30 months from the priority date (or later in some Offices)(Article 
39(l))(see also the reminder sent by the International Bureau with Form PCT/IB/301). 

Where a translation of the international application must be furnished to an elected Office, that translation must 
contain a translation of any annexes to the international preliminary exammation report. It is the applicant's 
responsibility to„prepare, and furnish such Jranslation_directly to each elected Office concerned. 

For further details on the applicable time limits and requirements of the elected Offices, see Volume II of the 
PCT Applicant's Guide. 
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FOR FURTHER ACTION See Notification of Transmit^l ol^^^i^J^^Jf 

Preliminary Examination Report (Fonn PC I /IPtA/4 16) 


International application No. 
PCT/1L99/00504 


International filing date (day/inonth/yeor) 
16 SEPTEMBER 1999 


Priority date (day /month /year) 
17 SEPTEMBER 1998 


International Patent Classification (IPC) or national classification and IPC 
IPC(7): G06F 12/14 and US CI.: 713/200 


Applicant 
REDLER, YESHAYAHU 



This international preliminary examination report has been prepared by this International- Preliminary 
Examining Authority and is transmitted Jto the applicant according to Article 36. 



lis REPORT consists of a total of . 



sheets. 



This report is also accompanied by ANNEXES, i.e., sheets of the description, claims and/or drawings which have 
been amended and are the basis for this report and/or sheets containing rectifications made before this Authority, 
(see Rule 70.16 and Section 607 of the Administrative Instructions under the PCT). 

These annexes consist of a total of ^""v^ sheets. 



3. This report contains indications relating to the following items: 
Basis of the report 



I 


HI 


II 


□ 


III 


□ 


IV 


□ 


V 


[1 


VI 


□ 


VII 


□ 



citations and explanations supporting such statement 
Certain documents cited 

Certain defects in the international application 
VIII — I — I -Certain-observations^onjhejnt emation al application 



Date of submission of the demand 
13 APRIL 2000 


Date of completion of this report 
01 DECEMBER 2000 


Name and mailing address of the IPEA/US 
Commissioner of Patents and Trademarks 
Box PCT 

Washington, D C. 2023 1 
Facsimile No. (703) 305-3718 


Authorized officer * 

Robert W. Beausoliel Jr ^^^•V^;Mt^*=^-^^ 

Telephone No. (703) 308-7090 
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INTERNATIONAL PRELIMINARY EXAMINATION REPORT 



International application No. 
PCT/IL99/00504 



L Basis of the report 



{. With regard to the elements of the international application:* 
I I the international application as originally filed 
j"^ the description: 



pages 
pages 
pages 



(See Attached) 



_ , as originally filed 
filed with the demand 



filed with the letter of 



I x| the claims: 

pages (See Attached) 

pages 

pages 

pages 



, as originally filed 

as amended (together with any statement) under Article 19 
, filed with the demand 



filed with the letter of 



I x| the drawings: 

pages (Sec Attached) 

pages 

pages 



, as originally filed 

filed with the demand 



the sequence listing part of the description: 
pages (S^^ Attached) 

pages 

pages 



, filed with the letter of , 



, as originally filed 

filed with the demand 



filed with the letter of 



2. With regard to the language, all the elements mariced above were available or ftimished to this Authority in the language in which 
the international application was filed, unless otherwise indicated under this item. 

These elements were available or fijmished to this Authority in the following language which is: 

I I the language of a translation furnished for the purposes of international search (under Rule 23.1(b)). 
I I the language of publication of the international application (under Rule 48.3(b)). 

I I the language of the translation furnished for the pmposes of international preliminary examination (under Rules 55.2 and/ 
or 55.3). 

3. With regard to any nucleotide and/or amino acid sequence disclosed in the international apphcation, the international 
preliminary examination was carried out on the basis of the sequence listing: 

□ contained in the international application in printed form. 

I I filed together with the international application in computer readable form. 

I I furnished subsequently to this Authority in written form. 

I I furnished subsequently to this Authority in computer readable form. 

□ The statement that the subsequently furnished written sequence listing does not go beyond the disclosure in the 
international application as filed has been furnished. 

I I The statement that the information recorded in computer readable form is identical to the writen sequence listing has 
' — ' been fiomished. 

4 I x| amendments have resulted in the cancellation of: 



X 



the description, pages 
the claims, Nos. 



NONE 
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I x| the drawings, sheets/ftg NONE 



5- I I This rejxjrt has been drawn as if (some of) the amendments had not been made, since they have been considered to go 

beyond the disclosure as filed, as indicated in the Supplemental Box (Rule 70.2(c)).** 
* Replacement sfieeis vJiich lia\'e been JUmished to the receiving Office in response to an imitation under Article 14 are referred to 
in this report as "originally filed'* and are not annexed to this report since they do not contain amendments (Rules 70.16 
and 70J7). 

**Any replacement sheet containini^ such amettdments must be referred to under item 1 and annexed lo this report. 

Fonn PCT/IPEAM09 (Box I) (July 1998)* 




INTERNATIONAL PRELIMINARY EXAMINATION REPORT 


International application No. 
PCT/IL99/00504 


V. Reasoned statement under Article 35(2) with regard to novelty, 
citations and explanations supporting such statement 


Inventive step or industrial applicability; 


1. statement 






Novelty Claims 1,12-15,22 




YES 


Claims NONE 




NO 


Inventive Step (IS) Claims !, 12-15, 22 




YES 


Claims NONE 




NO 



Industrial Applicability (lA) Claims U '2-15, 22 YES 

Claims NONE NO 



2. citations and explanations (Rule 70.7) 

Claims 1", 12-15 and 22 meet the criteria set out in PCX Article 33(2)-(4), because the prior art does. not teach or. fairly 
suggest a secure keyboard single integrated encoder device without removable media. 

Claims 2-11 and 16-21 have been deleted. 



NEW CITATIONS 

NONE 
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INTERNATIONAL PRELIMINARY EXAMINATION REPORT 


International application No. 
PCT/IL99/00504 


Supplemental Box 

(To be used when the space in any of the preceding boxes is not sufficienl) 


Continuation of: Boxes I - VIII 


Sheet 10 


I. BASIS OF REPORT: 




This report has been drawn on the basis of the description, 

page(s) 1-19, as originally filed. 

page(s) NONh, riled with the demand. 

and additional amendments: 

NONE 




This report has been drawn on the basis of the claims, 

page(s) NONE, as originally filed. 

page(s) NONE, as amended under Article 19. 

page(s) NONE, filed with the demand. 

and additional amendments: 

Claim PAGES 20-22, filed with the letter of 01 December 2000 




This report has been drawn on the basis of the drawings, 

page(s) 1-8, as originally filed. 

page(s) NONE, filed with the demand. 

and additional amendments: 

NONE 





This report has been drawn on the basis of the sequence listing part of the description: 

page(s) NONE, as originally filed. 

pages(s) NONE, filed with the demand. 

and additional amendments: 

NONE 
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wo 00/17758 



PCT/IL99/00S04 



CLAIMS: 

1 . A secure data entry peripheral device in a computer system, said device 

comprising: 

means for at least one of entry, collection and reading of data information; 

controller means for encoding said data information for presentation to the 
computer system, and 

means associated with said controller for processing said encoded data 
information by performing thereon at leaf.t one operation amongst operations including 
encryption, decryption, data manipulation and non-volatile storage, 

said processed encoded data information providing a secure transaction 
when transmitted within the computer system, and when decrypted and decoded for 
use at a remote location. 

2. The device of claim 1 configured as a secure mouse device. 

3. The device of claim 1 configured as a secure mouse device wherein said 
processing means comprises an electronic device capable of encrypting/decrypting and 
storing data. 

4 The device of claim I configured as a secure mouse device, wherein said 

processing means comprises an electronic device capable of encrypting/decrypting and 
storing data received via asynchronous communication means. 

5. The device of claim 1 configured as a secure mouse device; wherein said 
processing means comprises an electronic device capable of encrypting/decrypting and 
storing data received via computer bus signals transferred through a mouse interface 
card. 

6, The device of claim I configured as a secure mouse device having a 
mini-keypad for entry of data. 



20 



wo 00/17758 PCT/IL99/00S04 

7. The device of claim 1 configured as a secure mouse device wherein said 

controller means is a mouse encoder and said processing means comprises an 
electronic device capable of encrypting/decrypting and storing data entered via said 

mouse, and wherein said mouse encoder and said electronic device comprise a single 

integrated device. 

8. The device of claim 7 wherein said single integrated device further 
comprises a secure command interpreter which operates to manipulate commands. 

9. The device of claim 7 wherein said single integrated device is capable of 
preventing unauthorized use of software programs. 

10. The device of claim 5 configured as a secure keyboard device, wherein said 
controller means is a keyboard encoder and said processing means comprises an 
electronic device capable of encrypting/decrypting and storing data entered via said 
keyboard, and wherein said keyboard encoder and said electronic device comprise a 
single integrated device. 

1 1 . The device of claim 10 wherein said single integrated device does not use 

removable media such as a Smartcard, security token and the like. 

1 2. The device of claim 1 0 wherein said single integrated device includes an 
internal EEPROM memory as an integral part of said device, which stores secure 
information. 

13. The device of claim 1 0 wherein said single integrated device includes 
secure, protected encryption keys and data as an internal and imegral non-removable 
element. 

14. The device of claim 10 wherein said single integrated device further 
comprises a secure command interpreter which operates to manipulate commands. 
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wo 00/1 7758 PCT/IL99/00504 

1 5. The device of claim 10 wherein said single integrated device capable of 
preventing unauthorized use of software programs. 

16. The device of claim 1 configured as a secure voice recognition device, 
wherein said processing means comprises an electronic device capable of 
encrypting/decrypting analog d'jxa entered via a microphone. 

17. The device of claim 1 configured as a secure voice recognition device, 
wherein said processing means comprises an electronic device capable of 
encrypting/decrypting data received via at least one of synchronous and asynchronous 
communication signals, serial clock and data signals, and computer bus signals. 

18. The device of claim 1 configured as a secure voice recognition device 
including an interface to a Smartcard component as an integral part of the device, 
wherein said processing means comprises an electronic device capable of 
encrypting/decrypting and storing data ^^a an algorithm contained on said Smartcard. 

19. The device of claim 1 configured as a secure voice recognition device 
including an interface to a Smartcard component as an integral part of the device, 
wherein said processing means comprises an electronic device capable of 
encrypting/decrypting and storing data via said Smartcard.. 

20. The device of claim 1 configured as a secure voice recognition device 
including an interface to a Smartcard component as an integral part of the device, 
wherein said processing means comprises an electronic device capable of 
encrypting/decrypting and storing data via manipulation of commands in a command 
interpreter on said Smartcard. 

2 1 . The device of claim 1 configured as a secure voice recognition device 

including an interface to a Sm?*ttcard component as an integral part of the device. 
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PCT/IL99/00S04 



wherein said processing means comprises an electronic device capable of preventing 
unauthorized use of software programs. 

22. A method of providing secure data entry in a computer system, said 

method comprising the steps of: 

performing at least one of entry, collection and reading of data information 
via a standard data entry device including a computer mouse, keyboard, voice system 
and the like: 

encoding said data information within said standard data entry device for 
presentation to the computer system, and 

processing, within said standard data entry device, said encoded data 
information by performing thereon at least one operation amongst operations including 
encryption, decryption, data manipulation and non-volatile storage, 

said processed encoded data information providing a secure transaction 
when transmitted within the computer system, and when decrypted and decoded for 
use at a remote location. 

23. A secure data entry peripheral device in a computer system, substantially 
as described herein by way of example and with reference to the drawings. 

24. A method of providing secure data entry in a computer system, 
substantially as described herein by way of example and with reference to the drawings 
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PATENT COOPERATION TREATY 
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INTERNATIONAL SEARCH REPORT 
(PCT Article 18 and Rules 43 and 44) 



Applicant's or agcnfs file reference 
1063 


FOR FURTHER sec NotiGcation of Transmittal of Internationa] Search Report 
ACTION (FofTTi PCT/ISA/220) as well ns. where applicable, item 5 below. 


Iniemntional application No. 
rC 1711.99/00504 


International filing date (day/month/year) 
16 SEPTEMBER 1999 


(Earliest) Priority Date (day/month/year) 
17 SEPTEMBER 1998 


Applicant 

UKDLI'R, YIISHAYAUU 



Tliifi inlcinalional scnich report has been prepared by this International Searching Authority and is transmitted to the applicant 
nccnnling to Ailiclc 18. A copy is being transmitted to the Inlemattonal Bureau. 

I his intninntional search report consists of a total of sheets. 

I IT] It is also accompanied by a copy of each prior art document cited in this report. 



1. [ X j f.'erl«l" claims were found unsearchable (See Box I). 

2. I j Unity of invention Is lacking (See Box II). 



V I international application contains disclosure of a nucleotide and/or amino acid sequence listing and the 

1 1 international search was carried out on the basis of the sequence listing 

I [ filed with the international application. 

I [ furnished by the applicant separately from the international application, 

j j but not accompanied by a statement to the effect that it did not tnchide matter 
going beyond the disclosure in the international application as filed. 

I I transcribed by this Authority. 

4. With tcgnul (o the title, | x| Ihc text is approved as submitted by the applicant. 

I I the text has been established by this Authority to read as Htllows: 



5 With icp,ntf| \^^ i|ic abstract, 

I I the text is approved as submitted by the applicant. 

I x| text has been established, according to Rule 38.2(b). by this Authority as it appears 

in Box III. The applicant may. within one month from the date of mailing of this 
international search report, submit comments to this Authority. 

i he tlpuic of ilic drawings to be published with Ihc abstract is; 

I ipiHc Mo. __2 jjj; suggested by the applicant. | j . , r ^ 

J I I I isjopj; of the figures. 

I X[ because the applicant failed to suggest a figure. 

[ I because this figure belter characterizes Ihc invention. 



r.utn P(yr/KSA/2I0 (first shcctXJuly 1992)* 



INTERNATIONAL SEARCH REPORT 



International application No. 
PCT/IL99/00504 



Hfn I Db.tervations where certain claims were found unsearchable (Continuation of item 1 of first sheet) 



This intcmationni report has not been established in respect of certain claims under Article }l(2y&) for the following rea.sons: 
L I I Claims Nos.: 

bccnnsc they relate to subject matter not required to be searched by this Authority, namely: 



2. [ j^l Claims Nos.: 23 and 24 

' ' bccnnsc they relate to parts of the international applicatinn that do not comply with the prescribed requirements to such 

an extent that no meaningful international search can be carried out, specifically: 

the specific invention claimed by each of claims 23 and 24 is unclear. See PCT rule S. 



^. j j (^'Ininis Nos.: 

because Uicy are dependent claims and are not drafted in accordance with the second and third sentences of Rule 6.4(a). 



Hoi II Observations where unity of invention Is lacking (Continuation of item 2 of first slieet) 



I Intcinnlional Searching Authority found multiple inventions in this international application, as follows: 



I . j I As nil fcqiiircd additional search fees were timely paid by the applicant, this international search report covers all searchable 



claims 



2 . I j As all searchable claims could be searched without effort justifying an additional fee. Ibis Authority did not in vile payincul 
i>r any additional fee. 

A j j As nu\y sfjmc nf the required additional search fees were timely paid by the applicant, this international search report covets 
nniy Ihnsc claims fr)r which fees were paid, spcciftcally claims Nos.: 
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NEW ABSTRACT 
A secure data entry peripheral device in a computer system featuring an 
encryption technique integrated within the device itself, and not by other means, so 
that each transmission of data from the peripheral device is already encrypted, 
giving it a high level of security with its initial transmission. Encryption on the 
proposed single chip microprocessor is completely secure because the 'Keyboard', 
'Data entry* or 'Analog voice' encoding and encryption are on the same chip by 
storing encryption keys and secure data in EEPROM memory (3 1). There is no 
opportunity for external interference, which could compromise the integrity of the 
data enabling maintenance of a high security level. The device can be applied to a 
keyboard, computer mouse or voice recognition circuit used as data entry devices. 
Since each device utilizes a microcontroller (25) in its standard configuration, the 
encryption technique of the present invention can be applied easily and efficiently. 
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